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ABSTRACT

This paperevaluateghe effectivenesof keypointmeth-
ods for content-basedorotection of digital images.
Thesemethodsidentify a set of “distinctive” regions
(termedkeypoints)in animageandencodethemusing
descriptorgthat are robust to expectedimagetransfor
mations.To determinewvhethera particularimagewere
derived from a protectedmage,the keypointsfor both
imagesaregenerate@ndtheir descriptorsnatched We
describeacomprehensie setof experimentgo examine
how keypoint methodscopewith threereal-world chal-
lenges:(1) lossof keypointsdueto cropping;(2) match-
ing failurescausedy approximatenearest-neighban-
dexing schemes(3) degradeddescriptorglueto signif-
icant image distortions. While keypoint methodsper
form very well in general,this paperidenti es cases
wheretheaccurayg of suchmethodsdegrades.

1. INTRODUCTION

Theincreasingavailability of digital multimediacontent
creationand storagehasled to an explosive growth in
largecollectionsof digitalimagery Theeasawith which
digital imagescan be copied (without licensing) moti-
vatescontentprovidersto seekschemego detectunau-
thorizeddistribution anduseof thisdata.A commonap-
proachto theproblemis digital watermarking 3], where
a smallamountof datais imperceptiblyembeddednto
eachimage. Sucha watermark,when extractedfrom
an image, should unambiguouslyidentify the images
source. Unfortunately typical watermarkingschemes
canbe defeatedn several ways; somewatermarkscan
be detectechndremoved by knowledgeablaiserspther
watermarksmay be destrged if the imageis slightly
croppedor compressedising a lossy scheme. This
has stimulatedresearchin a complementanapproach
to copyright protection: identi cation of potentialvio-
lationson the basisof similarity in imagecontent.
There has beensigni cant recentresearchon tech-
niguesrelevant to content-basedaopyright protection
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of imagedatabasegyarticularlyin the contet of near
duplicate detection and sub-imageretrieval [2, 7, 9,
11,12]. Thesesystemstypically employ a traditional
content-basetiageretrieval (CBIR) framewvork, which
cansuffer from thefollowing two problems First, mary
techniquescalculateand storeglobal statisticsfor each
image,whichis ef cient but insufciently accuratere-
call can suffer when a signi cant transformationper
turbsglobalstatisticsandprecisioncanbepoorbecause
global statistics,suchas histogramg(that are robust to
geometridransforms)tendto generatenary falseposi-
tives. Secondthosesystemshatcomputdocal statistics
of animage(e.qg.,by partitioninganimageinto smaller
pieces)can suffer from low precision[9, 11]. This is
becaussuchsystemgypically concatenatall of anim-
ages local statisticsinto a singlefeaturevectordescrib-
ing theimage.The matchingthresholdmustbeloosein
orderto allow vectorsderived from a portion of anim-
ageto matchthosegeneratedrom theentireimage.This
designconsideratiomecessitatea considerabldossin
the lter' s speci city. Approacheshatemploy distinc-
tivelocalfeatureof theimage termedkeypoints[8], are
believedto berobustto theseproblemshecause(l) they
matchimagesusingonly a smallsubsebf featuresand
(2) the keypointsareresistantto imagedistortions[?].
However, naive implementationsof keypoint methods
scalevery poorly with image collection size because
they require a prohibitive numberof nearest-neighbor
searches.This hasled to systemq1, 7] wherefastap-
proximatenearest-neighbalgorithms suchaslocality-
sensitve hashing[5], are employed to enableef cient
searchof large imagedatabases.This paperevaluates
the performancef keypoint methodgor content-based
protectionof largeimagedatabasesnderextremecon-
ditions.

2. BACKGROUND

Keypoint methodshave recentlydemonstrateguccess
acrossavarietyof applicationsncludingpanoramidm-
agestitching,robotlocalization,objectrecognitionand
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Figure 1: Six examples of queries derived from an original: (a) 100x100 crop; (b) colorized (R=95/G=10/B=0); (c)
histogram equalized; (d) gamma corrected (1.7/2.3/0.6); (e) modulated (B=80/S=119/H=100); (f) simulated shade (light

at azim=0 /elev=45).

imageretrieval. The basicideacanbe summarizedas
follows: (1) identify distinctive regionsin eachimage
using an interestoperatorin scale-space(2) represent
theimagepatchsurroundingeachkeypointusingalocal
descriptorthatis robustto expectedransformations(3)
storeeachkeypoint descriptorin a mannerthatenables
ef cient matching.

Weemplgy theSIFT interestoperatof8], whichiden-
ti es afew thousandkeypointsin eachimage,requiring
our systemto storealmosta billion keypointsfor are-
alistic image collection. We usethe PCA-SIFT local
descriptor[6] to generatea 36-dimensionalector for
thelocal patchsurroundingeachkeypoint. Experiments
have demonstratethat keypointsarereasonablyobust
to a variety of commonimagetransformationssuchas
rotation, scaling,af ne warps, compressiorand some
lighting changed?]. To identify matchingimages,we
nd keypointsthat appearin bothimagesandperform
geometricveri cation to ensurethat the corresponding
keypointsappeaiin the samerelative locations.Theuse
of highly-distinctive localdescriptoreombinedwith ge-
ometricveri cation allows usto treata smallnumberof
consistenkeypoint matchesasa positive imagematch,
thus making our systemhighly robustto cropping,oc-
clusionandcertainformsof distortion.

Our systemrequiresmatchingquery keypoints with
a large databaseof potential keypoints in a high-
dimensionalspace. Since traditional indexing meth-
ods are infeasiblein this domain,we employ locality-
sensitve hashing(LSH) for ef cient approximatenear
neighborquerieg4,5]. LSH usesmultiple hashtables,
eachkeyed by a differentrandomsubsetof the high-
dimensionalector To performa nearneighborquery
LSH performsprobein eachof the hashtablesandre-

turnsthe unionof theseresults.This searchs very ef -
cientbut only returnsa subsebf the nearneighborsor
agivenquery

This paperbuilds on previous work [7] thatemploys
a similar schemefor performing sub-imageretrieval.
Given a collectionof copyrightedimages,we build an
LSH databasef thekeypointsin theoriginalimages.To
guerythe databasewe extractkeypointsfrom thequery
image,searchthe LSH databasendperformgeometric
veri cation usingtheresultingkeypoints.

The goal of this paperis to evaluatethe applicabil-
ity of our systemfor detectingpotential copyright vi-
olations. Speci cally, we considerthreeproblemsthat
reducethe keypoint matchingaccurag: (1) the lossof
keypoints due to small query images(either from ex-
tremescalingor signi cant cropping);(2) thefailure of
approximatenearneighborsearche$L. SH) to nd all of
the keypoints within the desireddistanceof the query;
(3) thedistortionof querykeypointsdueto imagemod-
i cation, asshown in Figurel.

3. EVALUATION

This section evaluatesthe effectivenessof keypoint
methodsunder different operatingscenariosto iden-
tify conditionswherethey canfail. Theseexperiments
usethe 30,273photographgrom a commercialcollec-
tion [10] asthe setof datato be protected.Theimages
spana large variety of subjectsincluding texture, an-
imals, buildings, peopleand naturalscenery We ex-
tract the keypoints from theseimages(approximately
758million) andplacetheminto LSH hashtables.These
experimentsuse |=20 hash-tablesand k=450 bits for
eachLSH key. Our systemrejectsimagematchegshat



| Size | Precision | Recall

Scaled

max200 || 1003/129277.6%) | 1003/101498.9%)
max100 || 960/103992.4%) | 960/1014(94.7%)
max50 570/578(98.6%) | 570/1014(56.2%)
Cropped

200 200 || 927/1152(80.5%) | 927/1014(91.4%)
100 100 724/762(95.0%) | 724/1014(71.4%)
50 50 306/308(99.4%) | 306/1014(30.2%)

Table 1: Results on scaled and cropped query images.

contain fewer than four geometrically-consisteritey-
pointcorrespondences.

We randomlyselectl,014imagesfrom the collection
to sene asthe sourceimagesfor copyright violations.
We performseveralexperimentdo examinethesystems
failurecharacteristicéor eachof theproblemsdescribed
above. Eachexperimentmodi es the sourceimagesto
generatea setof queriesasdescribedelaw.

3.1. Sub-ImageQueries

Theseexperimentsexaminethe casewherethe number
of keypointsin the queryimagesare reducedthrough
extreme scalingor cropping. Scaledimagesare gen-
eratedat varioussizes(by xing the maximumdimen-
sion of the thumbnail)and croppedimagesare created
by choosingan arbitrarylocationin the original image
andextractingsquaresub-imagesf variousdimensions.
In contrastto earlierwork [7], this paperfocusesex-
clusively on small queriesasthey prove to be the most
challenging.Table1 presentsheresultsof theseexper
iments.

We obsere that,for largerqueryimageswe getgood
recall,but asthequeryimagedecreasem size(thenum-
ber of keypoints decreases)the recall drops. On the
otherhand,the numberof falsepositivesdecreasewith
thesizeof thequeryimage,boostingprecision.

To further examinethe effectsof LSH andqueryim-
agesizebehindtheseresults we shov acumulatie dis-
tribution of thekeypointsfor aselectionof thesequeries
(seeFigure2). Eachline in thegraphshavsthepercent-
ageof imagesthat containat leastthe given numberof
keypoints. The rst line (A) shavs thatthe majority of
unmodi ed imagescontainwell over 50 keypoints. The
remaininglines shav the relation betweenthe number
of keypointsin the scaledqueryimage (linesB & D)
andthe numberof pointsfound usingLSH (linesC &
E). We seethat scalinggreatly reducesthe numberof
keypoints available comparedo the baseling(A), with
the smallerimage having signi cantly fewer available
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Figure 2: Keypoint distribution for scaled queries

keypoints. We seethat LSH further dropsa signi cant
fractionof thekeypoints;in particular acomparisorbe-
tweenlines (D) and(E) shovsthatLSH cannotnd the
minimumkeypoints(4) requiredfor animagematchfor
over 40%of theimagesgventhoughmostof thesekey-
pointscouldbefoundthroughexhaustve search.

3.2. Distorted Queries

Thesexxperimentsxaminetheeffectsof anaddedcom-
plication: modifying theimagecontentin additionto its
sizethroughcropping. The robustnesof keypointsto
severalimagetransformationfiasbeendemonstrateth
otherwork [?,7]. Here,we focusontransformghatper
form non-uniformmodi cationsto pixel valuesto stress
the keypoint representation.We modify eachoriginal
gueryimage(usinglmageMagick)andcropit to thede-
siredsize. Examplesof distortedqueriesare shavn in
Figurel.

Table 2 summarizegheseresults. Recalldropsdra-
matically on the smallerquery imagesand the distor
tions further reducethe recall (compareto Table 1).
Equalize andshade have the mostsigni cant impact.
To derive greatelinsightinto theseresults,Figure3 de-
picts the cumulatve distribution of keypointsfor a se-
lectedsetof distortions.Line (A) isthebaselineline (B)
shaws the distribution after croppingalone; Lines (C)
and(E) shav theimpactof thegamma andshade dis-
tortions,respectiely. Evenwith exhaustve searchijt is
clearthatshademakesit verydif cult to nd any match-
ing keypoints. LSH exacerbateghe problemby fail-
ingto nd mary of the existing keypoints,asshavn by
Lines (D) and(F), As before,exhaustve searchwould
signi cantly improve the accurag of the systemunder



CropSize | Distortion || Precision| Recall |

200 200 | Colorize 81.4% | 86.9%
200 200 | Equalize 80.2% | 65.6%
200 200 | Gamma 78.9% | 87.4%
200 200 | Modulate 79.6% | 90.0%
200 200 | Shade 95.1% | 47.4%
100 100 | Colorize 94.1% | 60.0%
100 100 | Equalize 95.5% | 35.3%
100 100 | Gamma 94.6% | 58.7%
100 100 | Modulate 95.0% | 65.9%
100 100 | Shade 91.8% | 4.4%
50 50 | Colorize 98.5% | 18.8%
50 50 | Equalize 100.0% | 5.6%
50 50 | Gamma 99.3% | 13.4%
50 50 | Modulate 99.2% | 23.3%
50 50 | Shade 0.0% | 0.0%

Table 2: Precision and recall for distorted query images.

theseextremeconditions,at the costof runningtime.
eeeendtable

4. CONCLUSIONS

For typical content-protection scenarios (with
reasonably-sizedquery images), our experiments
con rm that the combinationof keypoints and LSH
gives excellent results. When the experiments ex-
plore the extreme conditions(small query imagesand
challengingimage modi cations), we nd that these
techniquesdo not performquite aswell. However, we
know of no existing techniquesthat would perform
betteron thesescenarios. The useof aggressie LSH
parametergxacerbateghe resultsby makingit dif cult
to matchthefew existing keypoints. Furtherexploration
of LSH parameterandothernearneighbortechniques
couldimprove accurag.
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